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1. SCOPE 

This document outlines the organization's strategic approach to information security management 

to ensure the protection of data confidentiality, integrity, and availability according to the 

international standards ISO/IEC 27001 and PCI DSS, and the European Directive NIS2.  

This Policy and all documents related to the Information Security and Cyber Security topics, activities 

and documentation are fully implemented within the Integrated Management System (IMS) of Atlante, 

certified according to the international standards ISO 9001 (Quality), 14001 (Environment) and 45001 

(Health&Safety). 

 

2. APPLICATION 

The present document applies to the same ISO 9001, 14001 and 45001 Atlante certification scope for:   

• All Atlante Group employees and third-party users, 

• All Atlante Group facilities and offices, 

• All business processes across Atlante Group, 

• All IT systems and applications within Atlante Group, 

• All data processed by Atlante Group, 

• All departments and divisions within Atlante Group. 

 

3. GUIDING PRINCIPLES AND ISMS OBJECTIVES 

Atlante Group’s Information Security Management System (ISMS) is founded on the following guiding 

principles: 

• Protection of information assets through the assurance of Confidentiality, Integrity, and 
Availability (CIA), 

• Compliance with all applicable legal, regulatory, and contractual requirements, 

• Continuous improvement of information security processes and controls, 

• Adoption of a risk-based approach to the management of information security, 

 

4. ISMS OBJECTIVES 

Atlante Group’s ISMS objectives are to: 

• Protect the organization’s information assets against security threats 

• Ensure business continuity and minimize the impact of security incidents 

• Maintain customer trust and ensure ongoing regulatory compliance 

• Support business objectives through secure and effective information management 
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5. ORGANIZATIONAL COMMITMENT 

Atlante Group is committed to: 

• Complying with all applicable laws, regulations and contractual obligations related to 
information security. 

• Establishing, implementing and maintaining an effective ISMS in accordance with 
organizational objectives and ISO/IEC 27001 requirements. 

• Allocating sufficient resources to ensure the effective implementation, operation and 
continual improvement of information security controls. 

• Defining, assigning, and supporting roles and responsibilities by identifying the necessary 
competencies, appointing qualified personnel, and ensuring that any competency gaps are 
addressed through training or professional development.  

• Continuously monitoring, reviewing and improving the ISMS and associated controls to 
enhance effectiveness and resilience. 

 

6. UPDATING 

The current policy is annually updated or in case of operational events, organizational changes or new 
regulatory requirements that are requiring a specific update. 
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CONTACT US 
 

Milan  
Headquarters & Global Engineering Center  
Piazzale Lodi, 3  
20137 Milan – Italy 
 
 
 

https://www.atlante.energy/ 

+39 02 49541830  

ict@atlante.energy 

 

 

 

Note: 
We reserve the right to make technical changes or modify the contents of this document without prior notice. With regard to 
purchase orders, the agreed particulars shall prevail. Atlante S.r.l. does not accept any responsibility whatsoever for potential errors 
or possible lack of information in this document. We reserve all rights in this document and in the subject matter and illustrations 
contained therein. Any reproduction, disclosure to third parties or utilization of its contents – in whole or in parts – is forbidden 
without prior written consent of Atlante S.r.l. 
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